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1. OBIIME HHOJIOXKXEHUSA

1.1. TepMuHbI U ONIpeACICHUS

[lepconanbHble JaHHbBIE - Jr00as HH(OpMAIMsA, OTHOCAIIAACS K MPSIMO WA
KOCBEHHO ONpPEJCICHHOMY WM OmpeiensieMoMy (Qu3ndyeckoMy Jdly (CyObekTy
MEePCOHAIBHBIX JIAHHBIX).

Oneparop - rocyJapCTBEHHBIM OpraH, MyHMIIMIIAJIbHBIA OpraH, IOPUINYECKOE WIH
bu3nUecKoe JUI0, CAMOCTOSATENHHO WM COBMECTHO C APYTHMMHU JIMIIAMH OPTaHU3YIOIINE U
(wH) ocymiecTBISONIME 00pabOTKy MEPCOHAIBHBIX JAHHBIX, a TAaKXKE OINPEESIONINe
nenu o0pabOTKH MEPCOHANbHBIX JAHHBIX, COCTAB MEPCOHAIBHBIX JAHHBIX, MOAJIEKAIIUX
o0paboTke, AecTBUS (Omepalru), COBEpIIaeMbIe C IEPCOHAIBHBIMU JAHHBIMH.

O6paboTka TMEpCOHANBHBIX JAaHHBIX - J000e JeiicTBHe (omepanus) WiIu
COBOKYIHOCTb JCHCTBUM (omepaiuii), COBEPIIAEMBIX C HCIOJIb30BAHUEM CPEJICTB
aBTOMaTH3alMKd WM O€3 HCIOJNb30BaHUS TaKUX CPEICTB C MEPCOHAIbHBIMU JAaHHBIMH,
BKJIIOYass cOOp, 3aluch, CHUCTEMAaTH3allMl0, HAKOIUIEHHE, XpaHEHHE, YTOYHEHHUE
(oOHOBIIEHME, W3MEHEHHE), WU3BJICUCHUE, MCIOIB30BaHUE, Tepenady (pacnpocTpaHeHHE,
NpeloCTaBlIeHUE, JOCTyN), 00e3IMYMBaHHe, OJIOKUpPOBAHUE, YAAJEHUE, YHHUUYTOKEHUE
NIEPCOHAJIBHBIX JAHHBIX.

ABTOMaTM3MpoOBaHHAas  00pabOTKa TEPCOHANBHBIX  JAHHBIX -  00paboTKa
NEPCOHATIBHBIX JAHHBIX C TOMOLIBIO CPEACTB BHIUUCIUTEIHHON TEXHUKH.

PacnipocTpaHeHre NEpCOHAIbHBIX [JAHHBIX - JCHCTBUSA, HaIlpaBICHHbIE Ha
PaCKpBITHE NMEPCOHAIBHBIX JAHHBIX HEONPEACIEHHOMY KPYTY JIHII.

[IpenocraBiieHre NepCOHANIbHBIX TaHHBIX - IEHCTBUS, HAIIPaBJICHHbIE HA PACKPBITHE
MEPCOHANBHBIX TJAHHBIX OMPEICJICHHOMY JIMILY WU ONPEACIEHHOMY KPYTY JIHII.

brnokupoBaHue nNEpPCOHANBHBIX JAHHBIX - BPEMEHHOE IMpeKpanieHue o0paboTKH
NEPCOHAIBHBIX JAHHBIX (32 HUCKIIOYEHHEM ClydaeB, eciu o0paboTka HeoOxomuma JUis
YTOYHEHUS IEPCOHATBLHBIX JTAHHBIX).

YHUYTOXKEHHE MEPCOHANBHBIX JAHHBIX - JCHCTBUSA, B pE3yJbTare KOTOPBIX
CTAHOBUTCS HEBO3MOXXHBIM BOCCTAaHOBHUTH COJIEpPKAHWE IEPCOHANBHBIX JIAHHBIX B
MH(OPMALIMOHHON CHUCTEME MEePCOHAIBHBIX JAaHHBIX M (WIM) B pe3yJbTare KOTOPBIX

YHHUUYTOXKAIOTCA MAaTCpUAJIbHBIC HOCHUTCIIN IICPCOHAJIBHBIX JaAHHBIX.



OO6e3nMurBaHNe TEPCOHANBHBIX JAaHHBIX - JCUCTBUS, B pE3yJbTaTe KOTOPBIX
CTAHOBUTCSI HEBO3MOXXHBIM 0€3 HCHOJb30BaHUS JOTOJHUTENBHOW  HH(pOpMAIUU
OMPENETUTh MPUHAJICKHOCTh MEPCOHATBHBIX  JIAHHBIX KOHKPETHOMY  CYOBEKTY
MIEPCOHAIBHBIX JTAHHBIX.

Nudopmarnmonnass  cuctemMa  MEPCOHAIBHBIX  JaHHBIX

COBOKYITHOCTb
coepxkanuxcsi B 0a3ax JaHHBIX NEPCOHAIBHBIX JIAHHBIX M OOECMEUMBAIOIIUX HX
00paboTKy MH()OPMAITMOHHBIX TEXHOJIOTHUI U TEXHUYECKUX CPEJICTB.

TpaHcrpanuuHas Tiepefada MEPCOHANBHBIX JAaHHBIX - Mepeaada IMepCOHATbHBIX
JJAHHBIX Ha TEPPUTOPHUIO HHOCTPAHHOI'O TOCYJapCTBA OpraHy BJIACTH HWHOCTPAHHOTO
roCy/IapCcTBa, WHOCTPAHHOMY (U3MYECKOMY JIHMILy WJIM HHOCTPAHHOMY HOPHIUYCCKOMY
JULLy.

1.2. Ha3HaueHue u mpaBOBasi OCHOBA JIOKYMEHTA

[Tomutuka MBOY COII Ne20r. Bnanumupa (anee —Ikona) onpeaeisieT CUCTEMY
B3IVISIZIOB  Ha mpoOiemy oOecrnieueHHs O€30MaCHOCTH MMEPCOHANIBHBIX JaHHBIX U
npeACTaBIsieT cCO00M CHUCTEeMaTH3UPOBAHHOE M3JI0KEHUE TIeJIeH 1 3a/1a4 3allUThl, KaK OJTHO
WJTU HECKOJIBKO MPAaBUJI, IPOLIEAYP, MPAKTUYECKUX TPUEMOB U PYKOBOISIIUX TPUHIIUIIOB B
obOmactu WHPOPMAITMOHHONW OE30MaCHOCTH, KOTOPHIMH PYKOBOJCTBYETCS YTpaBICHUE
oOpa3oBaHusi B CBOGH JEATEIBHOCTH, a TaK)X€ OCHOBHBIX TMPHHIIUIIOB IOCTPOCHUS,
OpraHW3alMOHHBIX, TEXHOJOTHYECKUX U MPOUEAYPHBIX AacHeKTOB  OOecreyeHus
0€30IMacCHOCTH MEPCOHAJIBHBIX JIAHHBIX.

3akoHomarenbHOM OCHOBOM Hacrtosmer Ilomutuku aBusitorcs  KoHcTuTynus
Poccuiickont ®enepannu, I'paxxnanckuid, YronosHsld 1 TpynoBoit konekcsl, denepanbHbIin
3akoH oT 27.07.2006 No 152-®3 «O mnepcoHaNbHBIX JAaHHBIX», 3aKOHBI, YKa3bl,
MMOCTAHOBJICHMS, APYrd€ HOPMATHBHBIE JOKYMEHTHI JEHCTBYIOIIETO 3aKOHOAATEIbCTBA
Poccuiickoii ®enepanun, 1okyMeHTbl DCTIK u ®CB Poccum.

Ucnonp3oBanue paHHou IloMUTMKM B KAa4eCTBE OCHOBBI A TOCTPOCHHUS
KOMIUIEKCHOM CHUCTeMbl HWH(OPMAIlMOHHOMW O€30MaCHOCTH TMEPCOHANBHBIX JAHHBIX
YnpaneHnust 00pa3oBaHMS MTO3BOJIUT ONTUMH3UPOBATh 3aTPaThl HA €€ MOCTPOCHHUE.

IIpu pazpaborke [lOTUTHKM YYUTHIBATUCH OCHOBHBIE MPHUHIUIIBI CO3JIaHUS

KOMILUIEKCHBIX CHCTEM oOOecnedyeHHusl 0e30MacHOCTH HH(OpMalUH, XapaKTEepUCTUKH U
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BO3MOXXHOCTH OPraHU3AallMOHHO-TEXHUYECKUX METOJOB M COBPEMEHHBIX aIlllapaTHO-
OPOrpaMMHBIX ~ CPEACTB  3allUThl U MPOTUBOJACHCTBHUS  yrpo3aMm O€30MaCHOCTH
UH(pOpMaLIIH.

OcHoBuble monoxeHus [lonmuTuku 0a3upyroTCs HAa KAUECTBEHHOM OCMBICICHHUH
BOIPOCOB 0€30MaCHOCTH MH(POpPMAIMM U HE 3aTparuBarOT BOIPOCOB SKOHOMHYECKOIO
(KONMMYECTBEHHOI0) aHaliM3a PHUCKOB M OOOCHOBaHUS HEOOXOIMMBIX 3aTpaT Ha 3allUTy

uH(popMaIum.

2. OBBEKTHBI 3BAIUTHI

OCHOBHBIMU OOBEKTAMH CUCTEMBbI OE30MACHOCTH MEPCOHANBHBIX JAHHBIX B IIKOJIE
SABIIIOTCSL:

—  uH(QOPMALMOHHBIE pPECypChl C OTrPAaHMYEHHBIM JOCTYIIOM, COJEp Kalllne
MEPCOHAJILHBIE JTAHHBIE;

— mpouecchl 00pabOTKM MEPCOHANBHBIX JIaHHBIX B MH(GOPMALMOHHON cucTeMe
NEPCOHANBHBIX JaHHBIX, MH(POPMALMOHHBIE TEXHOJOTWH, PETJIAMEHTHI M MPOLEIypbl
coopa, 00pabOTKH, XpaHEHHs W Mepenauyd HHQPOpMalluu, MepcoHan pa3pabOTUMKOB U
MOJIb30BaTENe CUCTEMBI U €€ 00CTY>KUBAIOIIHNI MepCOHAT,

— wuHbopManMoHHas WH(PACTPYKTypa, BKIIOYAIONIAsl CHCTEMbl OOpabOTKH U
aHanu3a MH(OpPMAaLIMK, TEXHUYECKHUE U MPOrpaMMHBIE CPEJICTBA €€ 00pabdOoTKH, Mepeaadn
U 0TOOpakKeHHsI, B TOM YHUCJI€ KaHAJIbl HH(POPMAITMOHHOTO OOMEHA U TEJIEKOMMYHUKAIIUH,
CHUCTeMBl W CpPEICTBa 3allUThl WHGOPMAIMH, OOBEKTHl W TOMEUICHHs, B KOTOPBIX

PacToIO’KEHBI TEXHUYECKUE CPEACTBA 00OPAOOTKH MEPCOHANBHBIX TAHHBIX.

3. HEJIA U 3AJAYN OBECIIEYEHHUSA BE3OITACHOCTHU
IHHEPCOHAJIBHBIX TAHHBIX
3.1. MHTepecsl 3aTparuBaeMbix CyObEKTOB HHPOPMALIMOHHBIX OTHOIIEHUI
CyObekTaMu WH(OPMAIIMOHHBIX OTHOIIEHUW TpU OOecreyeHurn Oe30MacCHOCTH

IMCPCOHAJIBHBIX JAaHHBIX IIKOJIbI ABJIAIOTCA:

— IIKOJIA, KaK COOCTBEHHUK MH()OPMALIMOHHBIX PECYPCOB;



—PYKOBOJACTBO U COTPYAHUKH HIKOJIbI, B COOTBCTCTBHHU C BO3JIOKCHHBIMHU Ha HUX
5
(I)YHKIII/IHMI/I;

—Yy4dalmuecCs U IKOJIBI |

— TpaxaaHe, HYXJAIONIMECS B YCTAHOBJIEHWW HAJ HUMH OINCKH WIH
MOTICUUTENBCTBA, W TpaXKJAaHe, HAXOMAIIMECS II0J OINEKOH WM TOMECYUTEIIbCTBOM
(HECOBEpIIIEHHOJIETHHE JIETH U HEIEeCTIOCOOHBIE B3POCIIBIE);
—TpaxaaHe, oOpamamimuecs B  IMIKOIYy IO BOIMPOCaM, OTHOCAIIUMCS K
KOMITCTCHIIUN TITKOJIBI.
[Tepeuncnennbie CyOBEKTH HHPOPMAITMOHHBIX OTHOIIICHUH 3aMHTEPECOBAHBI B
o0ecrneuyeHnn:
—  CBOEBPEMEHHOTO JOCTYIa K HEOOXOJMMBIM WM TEPCOHATBHBIM JaHHBIM (HMX
JIOCTYITHOCTH);
—  JOCTOBEPHOCTH  (TIOMHOTHI, TOYHOCTH,  aJ€KBaTHOCTH, IIEJIOCTHOCTH)
MEPCOHATBHBIX JAHHBIX;

—  KOH(QUACHIHMAIBHOCTU (COXpaHEHUs B TallHE) MEPCOHATBHBIX JaHHBIX;

—  3alUThl OT HAaBSI3bIBAaHUS UM JIOKHBIX (HEIOCTOBEPHBIX, MCKaKEHHbIX)
MEPCOHAIBHBIX IAHHBIX;

—  pa3rpaHUYeHUs] OTBETCTBEHHOCTH 3a HapyIIeHHs WX TMpaB (MHTEPECOB) U
YCTaHOBJICHHBIX MPABHII 0OpAIIECHUS C TIEPCOHATBLHBIMU TAHHBIMU;

—  BO3MOJKHOCTH OCYIIECTBJIEHHS HEMNPEPHIBHOIO KOHTPOJIA U  YIPaBJICHUSA
npoueccamu o0pabOTKU U MEepeaYy NepCOHANbHBIX JAHHBIX;

—  3aI0UThI IEPCOHANBHBIX JAHHBIX OT HE3AKOHHOT'O PaCIpOCTPAHECHHUS.

3.2. llenu 3amuThI

OCHOBHOI 1eNblO, HA JOCTHKEHHUE KOTOPOW HANpaBI€Hbl BCE IOJIOKEHUS
Hactosmed [lonmuTuku, sBiIseTCs 3ammTa CyOBEKTOB HWH(OPMAIIMOHHBIX OTHOIIECHUN
IIKOJBl OT BO3MO>KHOTO HAHECEHMsSI UM MaTepHaIbHOTO, (PM3MYECKOro, MOPAIbHOTO WIIU
MHOro yiepba, NOCPEICTBOM CIYYalHOTO WM IPEIHAMEPEHHOIO BO3JECHCTBHUS Ha

ICPCOHAJIBHBIC JAHHBIC, X HOCHUTCIIH, ITPOLCCCHI O6pa6OTKI/I " IIepcaadm.



VYKka3aHHasg 1LeJdb JOCTUTAeTCA TIOCPEJICTBOM OO€cleyeHus] M MOCTOSHHOTO
MOJIIEP>KaHUS CIEAYIOMNUX CBOMCTB IEPCOHATBHBIX JAHHBIX:

— JIOCTyIHOCTH TIE€PCOHANIbHBIX JIAHHBIX JUIsl  JIETAJIbHBIX  IOJIb30BaTelIeh
(ycroiunBoro (QyHKIMOHUPOBAHUS HWH(OPMAIIMOHHBIX CHUCTEM IIKOJbI, MPH
KOTOPOM  TOJI30BATE€IM HMEIOT BO3MOXKHOCTh TMOJyYEHHsS HEO0OXOIMMBIX
MEPCOHANILHBIX JAHHBIX M PE3YJHTATOB PEIICHUS 3a]1a4 32 IPUEMIIEMOE JIJI HUX
BpeMs);

— IICJIOCTHOCTH W AYTEHTUYHOCTH (MOATBEPXKICHUE aBTOPCTBA) MEPCOHAIBHBIX
JAHHBIX, XPAaHUMBIX U 00pabaThiBaeMbIX B HHGOPMAITMOHHBIX CUCTEMAX IIKOJIBI
U TIepe/laBaeMOoM 10 KaHaJlaM CBSI3U;

— KOH(HMIEHIMATBHOCTH - COXpaHEHHUS B TailHE OMNPEEICHHOW YacTu
MEPCOHANBHBIX JaHHBIX, XPAaHUMBIX, 00pabaThbIBa€MbIX W TEpelaBaeMbIX I10 KaHajam
CBSI3U.

HeoOxomumblli  ypOoBeHb JOCTYMHOCTH, UEJIOCTHOCTH U KOH(UICHIMAIBLHOCTH
MEPCOHANBHBIX JIAHHBIX OO0ECIEYUBACTCS COOTBETCTBYIONIMMU MHOXXECTBY 3HAYMMBIX
yTPO3 METOJIaMU M CPEICTBAMH.

3.3. OcHOBHBIC 3a7auu CHUCTEMBI OOecTeueHrs Oe30MaCHOCTH TEePCOHATBHBIX
JTAHHBIX

Jlis JOCTHMKEHHs] OCHOBHOW IENHM 3allUThl M OOECIEUEHUs] yKa3aHHBIX CBOWCTB
MEPCOHANBHBIX JaHHBIX CHCTeMa obecrneueHuss MH(OPMAIIMOHHON 0€30MacCHOCTH IIKOJbI
J0IbKHA obecreunBaTh d3PPEKTUBHOE PEIICHNE CIECAYIOIINUX 3a1a4:

— CBOEBPEMEHHOE BBHISBJICHHE, OIIGHKA W TIPOTHO3UPOBAHHE HWCTOYHHUKOB YIpO3
UHPOPMAITMOHHON  O€30MacHOCTH, TMPUYMH U  YCJIOBHUH, CIIOCOOCTBYIOIIMX
HAaHECEHMIO  yliepda  3aMHTEPECOBAHHBIM  CyOBEKTaM  MH(POPMAlMOHHBIX
OTHONICHHWH, HApYHICHUI0 HOPMAJIBHOTO (PYHKIIMOHUPOBAHUS HHPOPMAITMOHHBIX
CUCTEM IIKOJIBI;

—  CO3JaHKME MEXaHU3Ma OINEpPAaTUBHOTO pearrupoBaHUs Ha Yrpo3bl 0€30MacCHOCTU

I/IH(I)OpMaLII/II/I N HCTAaTUBHLBIC TCHACHIINH,



—  CO3JaHME€ YCJIOBUU I MUHHMH3AIUMU U JIOKAIM3AlMM HAHOCHMOIO yiiepOa
HEMPaBOMEPHBIMU  JIEUCTBUSIMU  (PU3MYECKUX M  IOPUIUYECKUX JIUL, ociabieHue
HEraTUBHOTO BIMAHMUS M JIMKBUJAUMSA TOCIEACTBUI HapyleHuss 0e30macHOCTH
nHpopMaImu;

— 3allUTy OT BMEMIATENbCTBA B THpolecc (YHKIIMOHUPOBAHUS HH(OPMALMOHHBIX
CUCTEM IIKOJbI IOCTOPOHHUX JIMIL (JOCTYI K MH()OPMALIMOHHBIM PECYpPCaM JIOJKHBI
UMETH TOJIBKO 3apErUCTPUPOBAHHBIE B YCTAHOBJICHHOM HOPSAKE IOJIb30BATEIN );

— pasrpaHWYeHHE JOCTyla I0oJIb30BaTeNlied K HWHQOPMALMOHHBIM, allapaTHbIM,
IPOrpaMMHBIM M HHBIM pecypcaM IIKOJbI (BO3MOXKHOCTH JOCTYMa TOJIBKO K TEM
pecypcaM U BBINOJIHEHUS! TOJBKO TE€X OINepaluuid ¢ HUMHU, KOTOpPbIE HEOOXOAMMBI
KOHKPETHBIM MOJIb30BaTENSIM JUIsl BBIIIOJHEHHUSI CBOMX CIIYy>KEOHBIX OOS3aHHOCTEN),
TO €CTh 3aLIUTY OT HECAaHKLIMOHUPOBAHHOIO JOCTYTIA;

— obecrneueHue  ayTeHTHU(UKAIMM  IOJb30BaTelei,  y4yacTBYIOLIUX B
uH(GOPMAIIMOHHOM OOMeHe (TIOATBEpXkACHUE MOMAIUHHOCTUA OTHPABHUTENS U TOIYy4aTes
uH(pOopMaLIIHK);

— 3aMUTy OT  HECAHKUMOHUPOBAHHOW  MOAM(PUKALMK  HUCIOJIb3YEMBIX B
UH(POPMAIIMOHHBIX CHCTEMax IIKOJbl MPOTPAaMMHBIX CPEACTB, a TaKXKe 3aIIUTy
CUCTEMBbl ~ OT  BHEAPEHUS  HECAHKIIMOHMPOBAHHBIX  MPOrpaMM,  BKIIIOYas

KOMIIBIOTEPHBIE BUPYCHI;

3alUTy UMHGOpPMAIMM  OTPAHUYEHHOIO  TOJIb30BAHUS OT yTEYKH MO
TEXHUYECKUM KaHaiaMm Ipu ee 00paboTKe, XpaHEHUH U Niepeaaye Mo KaHajlaM CBSI3H.

3.4. OcHOBHBbIE ITyTH PEUIECHUS 3a]]a4 CUCTEMbI 3aIUTHI

[TocTaBneHHbIE OCHOBHBIC IIEJIM 3AIIUTHI U PEIICHUE MEPEUUCICHHBIX BBIIIC 3a]1a4
JIOCTUTAIOTCSI:

— CTpPOTHM YYETOM BCEX MOJICKAIIUX 3alUTE PECYpCOB MHPOPMAIIMOHHBIX CUCTEM
mkonel  (MHbopMmanuu, 3a7ad, JOKYMEHTOB, KaHaJIOB CBSI3U, CEPBEPOB,
aBTOMAaTU3UPOBAHHBIX PaOOYHUX MECT);

—  JKypHaJIMpOBaHUEM JIEUCTBUM MEpPCOHANA, OCYIIECTBISIOMIETO 00CITyKHUBAHUE

n MOI[I/ICI)I/IKEII_[I/IIO MNpOrpaMMHBIX U TCXHUYCCKUX CPCIACTB I/IH(l)OpMaHI/IOHHBIX CHUCTEM,



— TIOJHOTOM, peajdbHOM BBIMOJIHUMOCTBIO U HEMPOTUBOPEUMBOCTHIO TPEOOBAHMI
OpraHU3allMOHHO-PACTIOPSIIUTENBHBIX ~ JIOKYMEHTOB  HIKOJABI 1O  BOIpOCam
oOecrieyeHus: 6e30MacCHOCTH UHPOPMAIIUK;

—  TIOATOTOBKOM  JIOJDKHOCTHBIX JIMII  (COTPYIOHHMKOB), OTBETCTBEHHBIX 32
OpraHU3aldi0 M OCYIIECTBICHHE MPAKTUYECKUX MEPONPUATHA MO0 OOECHEeYeHHIO
0€30MacCHOCTH MEPCOHANIBHBIX JAHHBIX U MPOIECCOB UX 00PabOTKH;

— HaJEJIEHUEM KaXJOro COTPyIHUKA (MOJh30BATENsl) MUHUMAILHO HEOOXOIUMBIMU
JUISl BBITIOJTHEHUSI UM CBOMX (DYHKIIMOHAJBHBIX OOS3aHHOCTEH IMOJTHOMOYHMSMH IO
JOCTYITy K MH()OPMAITMOHHBIM PECYpPCaM IITKOJIbBL;

— YETKMM 3HAaHMEM U CTPOTMM  COOJIIOJCHHMEM  BCEMH  IOJb30BaTEISIMU
WH(OPMAITMOHHBIX CUCTEM LIKOJIbI TpeOOBaHMIA OpraHU3allOHHO-
paclopsAMTENbHBIX JOKYMEHTOB [0 BOIpocaM oOecrnedeHusi 0e30macHOCTH
uH(popmaLuy;

— TMEepCOHAJIbHOM OTBETCTBEHHOCTBIO 3a CBOU JEUCTBUS KaXJOr0 COTPYIHUKA, B
paMkax cBouMX (YHKIMOHAJIBHBIX OOS3aHHOCTEW HMMEIOUIEro JOCTyln K
UH(GOPMAITMOHHBIM PECYpCcaM IIKOJIBL;

— HEMpPEepbIBHBIM NOJIEP)KaHUEM HEOOXOAMMOTO YPOBHS 3alIUILEHHOCTH AJIEMEHTOB
MH(OPMALIMOHHOMN CPeJibl IIKOJIBI;

—  [pUMEHEHHWeM (U3NYECKUX ¢ TEeXHUYECKuX (MPpOorpaMMHO-anmnapaTHbIX)
CPEJICTB 3alllUThl PECYPCOB CUCTEMBI U HEMPEPHIBHON aIMUHUCTPATUBHON MOJIEPIKKON UX
UCITIOJIb30BaHMUS;

— 3¢ (}EeKTUBHBIM KOHTPOJIEM HaJ COOIIOJCHUEM IOJh30BaTEIIMU UH(POPMAIIMOHHBIX
pPECYpCOB IKOJIBI TpeOOBaHM MO 00ecreueHn0 6e30nacHOCTH HHGOPMAITUK;

— HOpHUAWYECKOM 3allMTOW HWHTEPECOB IIKOJIBI MPU B3aUMOJCUCTBUM C BHEIIHUMU
opraHu3anusMu (CBA3aHHOM C OOMEHOM TME€PCOHAJIbHBIMU JIAHHBIMU)  OT
IIPOTHBONPABHBIX JEUCTBHM, KaK CO CTOPOHBI 3THX OPraHU3alMi, TaK M OT

HCCAHKIIMOHHUPOBAHHBIX I[GP’ICTBHI)'I 06CJ'Iy>KI/IBaIOIHeFO IIEPCOHAIa U TPCTbUX JIMII.



4. OCHOBHBIE NPUHIUIIBI IOCTPOEHUA CUCTEMbI
BE3OITACHOCTHU NEPCOHAJIBHBIX TAHHBIX
[TocTpoenue cuctemsl, o0ecreueHus: 0€30MaCHOCTH NEPCOHATBHBIX JAHHBIX IIKOJBI,
U ee (YHKIMOHUPOBAHUE IOJDKHBI OCYIIECTBISTHCS B COOTBETCTBHUHM CO CIEAYIOIIMMHU

OCHOBHBIMH IMPHUHIUIIAMMU:

3aKOHHOCTH;
— CHCTEMHOCTb;

— KOMIIJICKCHOCTH;

— HETIPEPBIBHOCTH;

— CBOEBPEMEHHOCTB;

— TIPEEeMCTBCHHOCTh M HEMPEPHIBHOCTH COBEPIIICHCTBOBAHUS;

— paszymHas JOCTaTOYHOCTh (IKOHOMHUYECKAS 1[EJIeCO00pa3HOCTB);
— TepcoHaJIbHAsI OTBETCTBEHHOCTH;

— MUHUMU3ANHS TTOJTHOMOYHN;

— HCKJIIOYCHHE KOH(IMKTAa HHTEPECOB,;

— B3aWMOJICHCTBUE U COTPYIHUYECTBO;

— THUOKOCTH CUCTEMBI 3aIlIUTHI;

— OTKPBITOCTH AJITOPUTMOB ¥ MEXaHU3MOB 3aIIIUTHI;

— TPOCTOTA MPUMEHEHHUSI CPEJICTB 3aIUTHI,

— 00OCHOBaHHOCTh M TEXHUYECKAs PEaIn3yeMOCTh;

— cHhernuanu3anus u mpoQeccCuoHan3Mm;

00513aTeILHOCTH KOHTPOJIS.

4.1. 3aKOHHOCTH

[Ipennonaraer oCyieCTBICHUE 3aLIUTHBIX MEPONPUSATUNA U Pa3pabOTKy CUCTEMBI
0€30MaCHOCTH TEPCOHAJIbHBIX JaHHBIX IIMKOJBI B COOTBETCTBHUM C JICHCTBYIOIIUM
3aKOHOAATEIbCTBOM B O00JIACTH 3alllUThl TEPCOHAIBHBIX JAHHBIX, a TaKXe JIPYrux
3aKOHOJATENIbHBIX aKTOB IO Oe3omacHOCTH wuHpopmaruu P, ¢ npuMmeHeHneM Bcex

JTIO3BOJICHHBIX METOJIOB OOHApY>KEHHS M TPEeCeUeHUs MpaBOHAPYIIEHUW Mpu padore ¢



MEPCOHANBLHBIMU JaHHBIMH. [IpuHSATEIE MEpbl 0€30MacCHOCTH MEPCOHATBHBIX JAHHBIX HE
JIOJIKHBI TPEMSATCTBOBATH JOCTYIY MPAaBOOXPAHUTEIIBHBIX OPraHOB B MPETyCMOTPEHHBIX
3aKOHOAATEIHCTBOM CITydasix.

Bce monb3oBarenn WH(QOPMAIMOHHBIX CHCTEM IIMKOJIBI IIKOJIBI JODKHBI HMETh
npeacTaBieHue 00 OTBETCTBEHHOCTH 3a IMpaBOHAPYIIEHHS B 00JacTH 00pabOTKU
MIEPCOHATILHBIX JTAHHBIX.

4.2. CUCTEMHOCTb

CHCTeMHBI TIOJXOM K TOCTPOCHHIO CHUCTEMBI 3aIlUTHl MH(GOPMAIUA B IITKOJIBI
MIPEATONIAaraeT y4eT BCEX B3aMMOCBSI3aHHBIX, B3AMMOJICHCTBYIOMINX U U3MEHSIOIINXCS BO
BPEMEHHU DIJIEMEHTOB, YCIOBUUA W (DaKTOPOB, 3HAUUMBIX I TIOHMMAHMSI M pEIICHUS
npobaeMbl obecrieueHus: 6€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX.

[Ipu co3manmm cUCTEMBI 3aIIUTHI JOJDKHBI YUUTHIBAThCS BCE ciabble W Hambosee
yS3BHUMBIC MeCTa HMH(POPMAIMOHHBIX CHCTEM IIIKOJNBI, & TAKXE XapaKTep, BO3MOXKHBIC
OOBEKThl W HaNpaBJCHUS aTak Ha HEe CO CTOPOHbI Hapymurtened (0CoOOEHHO
BBICOKOKBTU(DUITUPOBAHHBIX 3JIOYMBINIICHHUKOB). CHUCTEMa 3aIUThl JTOJDKHA CTPOUTHCS
C YY4ETOM HE TOJIBKO BCEX M3BECTHBIX KaHAJIOB MPOHMKHOBEHUS U HECAHKIIMOHUPOBAHHOTO
JOCTYyTa K HHPOPMAITUU, HO U C YIETOM BO3MOKHOCTH TTOSIBIICHHSI TIPUHIIMITHAIEHO HOBBIX
yTel peanu3aiuu yrpo3 0e30MacHOCTH.

4.3. KoMIiekCHOCTh

KomrmiekcHOe MCnoIb30BaHNE METOMIOB U CPECTB 3alTUThl KOMITBIOTEPHBIX CHCTEM
IpeanojaraeT COrJacoBaHHOE MPHUMEHEHHE Pa3HOPOIHBIX CPEICTB TPU TOCTPOCHHUH
IEJIOCTHON CHUCTEMBI 3alllUThI, IEPEKPHIBAIOIICH BCE CYIIECTBEHHbIC (3HAUUMbBIC) KaHAJIBI
peanu3aldd Yrpo3 M HE cojlepikamed cinadblXx MeCT Ha CTBhIKaX OTIEJIbHBIX €€
KOMITOHEHTOB. 3all[UTa JOJDKHA CTPOUTHCS JIIEIOHMPOBAHO. BHENMIHAS 3ammra J0MHKHA
oOecrieunBaThCs GU3MUECKUMU CPEICTBAMHE, OPTaHU3AITMOHHBIMU U TTPABOBBIMHU MEPAMH.

4.4. HenpepbIBHOCTbH 3aILUTHI

Obecnieuenne 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX - MPOIECC, OCYIIECTBISEMBbIN
PYKOBOJICTBOM IIIKOJIBI, aJIMUHUCTpAaTOpaMu O€30MacCHOCTH MH(POPMAITMOHHBIX CHUCTEM U
COTPYAHUKAaMHU BCEX YPOBHEW. DTO HE TOJIBKO W HE CTOJBKO MpOIenypa WM TOJIUTHKA,

KOTOpasa OCyHICCTBIISICTCA B OHpGI[CHGHHBIﬁ OTPC30K BPEMCHU HUJIM COBOKYITHOCTb CPCACTB



3aIUTHI, CKOJIBKO MPOLIECC, KOTOPBIA JOHKEH MOCTOSIHHO MATH HA BCEX YPOBHSAX BHYTPH
IIKOJIbI U Kbl COTPYIHUK ILIKOJNbI JOJKEH MPUHUMATh YYacTHE B 3TOM MpPOLECCE.
JleqaTenbHOCTh MO O0ECIeYeHNI0 MHPOPMAIIMOHHOW O€30MaCHOCTU SIBIISIETCS COCTaBHOM
JacThIO MTOBCEAHEBHOM NEATEIbHOCTH MKOIBL. W ee 3QeKTUBHOCTh 3aBUCHUT OT Y4acTHSs
PYKOBOJICTBA IIKOJIBI B OOecriedyeHurn HHEGOPMAIMOHHON 0€30MacHOCTH MEPCOHATBHBIX
JTAHHBIX.

Kpome Toro, GONBIIMHCTBY (U3MUECKUX U TEXHUYECKHX CPEICTB 3aIUTHI JUIs
3¢ (HEeKTUBHOTO BBIIIOJIHEHUSI CBOMX (PYHKIIMI HEoOXoAuMa MOCTOsIHHAS OpraHU3alMOHHAas
(amMHUHHCTpAaTUBHASA) TOJEPKKA (CBOEBpPEeMEHHasi cMeHa W 00ecleueHUe MPaBHIBHOTO
XpaHEHUs] W TPUMEHEHHsS HMMEH, MapoJiei, MepeonpeeieHlue MOJTHOMOYUA | T.L.).
[lepepbiBbl B paboOTE CPEACTB 3AIUTHI MOTYT OBITh MCIIOJIB30BAHBI 3J0YMBIIUICHHUKAMU
JUISl aHaJIM3a MPUMEHSIEMbIX METOJIOB U CPEJICTB 3allUThl, JJisi BHEAPEHHUS CIEIUaTbHbIX
IIPOrPaMMHBIX U aIllIapaTHBIX "3aKIafqoK" U APYTUX CPEACTB MPEOAOTIEHUS 3aIUTHI.

4.5. CBOEBPEMEHHOCTh

[Ipeanonaraer ymnpexaammMil Xapakrep Mep oOecrniedeHus 0€30MacHOCTH
NEPCOHANBHBIX JaHHBIX, TO €CThb TIOCTAaHOBKY 3aJlad IO KOMIUIEKCHOW 3aluTe
MEPCOHATBHBIX JAHHBIX M PeaH3alliio Mep oOecriedueHusi 0€30MacHOCTH MEePCOHATBHBIX
JAHHBIX HAa PaHHUX CTAJUSIX pa3paOOTKH UHPOPMAIMOHHBIX CUCTEM B IIEJIOM U UX CUCTEM
3aIUThI, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3aUTHI JOJKHA BECTHCHh MApaJJIENbHO C pPa3pabOTKOW H
pa3BUTHEM CcaMOW 3amuiiaeMod HHGOPMAIMOHHON CHUCTEMBI. OJTO IO3BOJUT YUYeCTh
TpeOOBaHMsI O€30MaCHOCTU MpPHU NPOEKTUPOBAHUU APXUTEKTYPbl M, B KOHEYHOM CYETE,
co3iathk Oosiee 3pdekTuBHBIC (KaK MO 3aTpaTaM pecypcoB, TaK U MO CTOMKOCTH) CUCTEMBI,
o0aialoue JO0CTaTOYHbIM YPOBHEM 3alIMILIIEHHOCTH.

4.6. [IpeeMCTBEHHOCTb U COBEPILICHCTBOBAHUE

[Ipennonaraer MOCTOSSHHOE COBEPUICHCTBOBAHME MEpP M CPEACTB  3aIlUThI
MEePCOHAIBHBIX JAHHBIX Ha OCHOBE MPEEMCTBEHHOCTH OPraHU3allMOHHBIX U TEXHUYECKUX
pEIICHM, KaJpOBOTO COCTaBa, aHamM3a (yHKIIMOHUPOBAHUS HWH(POPMAITMOHHBIX CHUCTEM

IOKOJIbI 1 CUCTEMBI €€ 3alllUThl C YUCTOM U3MEHEHUM B MECTOAax MW CPCACTBaX IICPCXBaTa



uH(pOpMaIK, HOPMATUBHBIX TPEOOBAaHUU MO 3alTUTE, JOCTUTHYTOTO OTEYECTBEHHOTO U
3apyOEKHOTO OIBITA B 3TOH 00JIACTH.

4.7. PazymHasi 1OCTaTOYHOCTh (3KOHOMHYECKASI 11€71€CO00PA3HOCTH)

[Ipenmonaraer COOTBETCTBHE YPOBHS 3aTpar Ha oOecredeHne Oe30MacHOCTH
MIEPCOHATBLHBIX JaHHBIX IICHHOCTH WH()OPMAITMOHHBIX PECYPCOB U BEIIMYMHE BO3MOXKHOTO
ymepba OT WUWX pas3mialieHus, yTpaThl, YyTCUKH, YHUYTOKCHHUS W HCKAKCHHUS.
Hcnonb3dyeMble Mepbl M CpeAcTBa obOecreueHus 0e30MacHOCTH  HH(POPMAIMOHHBIX
peCypcoB HE JIOJDKHBI 3aMETHO YXYAIIaTh SPrOHOMHYCCKHE ITOKa3aTeiau paboThI
KOMITOHEHTOB HMH(MOPMAIIMOHHBIX CHUCTEM IIKOIbL. M3nmuimHue wmepbl 0e30MacHOCTH,
MOMHMO SKOHOMHUYECKOW HedI()(HEKTUBHOCTH, MPUBOAIT K YTOMJICHUIO W Pa3IpakKCHHUIO
MepCcoHara.

Coznmath  aOCONIOTHO  HEMPEOAOTMMYIO CHUCTEMY 3allUThl  MPUHIIUITHAIHHO
HEBO3MOXKHO. [loka mepcoHanbHBIC MaHHBIC HAXOMATCS B OOpaIleHWH, MPUHUMACMbIS
MEpBI MOTYT TOJIBKO CHU3UTh BEPOATHOCTh HETATUBHBIX BO3JICHCTBHIA WU yIIepO OT HUX,
HO HE HUCKIIIOYUTh UX MOJHOCTHIO. I[IpH AOCTaTOYHOM KOIUYECTBE BPEMEHH M CPENICTB
BO3MOXKHO TMPEOJIONIETh JIoOyro 3amuTy. [loaToMy WMeEeT CMBICT paccMaTpuBaTh
HEKOTOPBIM IpUEMJIEMBIH ypOBEHBb oOecredeHHs Oe30macHOCTH. BricokodddekTruBHas
CUCTEeMa 3alIUThl CTOUT JOPOTO, UCIIOJIB3YET MPHU padOTe CYIIECTBEHHYIO YaCcTh PECYpPCOB
U MOXKET CO3/1aBaTh OIIYTHMBIE JOIMOJHHUTEIbHBIE HEYIO0OCTBA IMONB30BATENsIM. BakHO
MPaBUJILHO BBIOPATh TOT JOCTATOYHBINA YPOBEHb 3aIUTHI, MPU KOTOPOM 3aTpPaThl, PUCK U
pa3Mep BO3MOXKHOTO yiepoa Obld Obl MPUEMIIEMBIMH.

4.8. IlepcoHanbHasi OTBETCTBEHHOCTD

[Ipenmnonaraer BO3JIOKEHHE OTBETCTBEHHOCTH 3a oOecredeHre Oe30MacHOCTH
MIEPCOHAIILHBIX JAaHHBIX M CHUCTEMbI UX OOpaOOTKH Ha KaXKJOTO COTPYJHHKA B Ipeaesiax
€ro TOJHOMOYHK. B COOTBETCTBMM € OSTUM TPHUHIUIOM pACTIpPECICHHE TIpaB U
0OSI3aHHOCTEW COTPYJHUKOB CTPOUTCS TakUM 0Opa3oM, 4YTOOBI B cliydae J000ro
HapYIIEHUSI KPYT BHHOBHUKOB OBLT YETKO U3BECTEH WM CBEICH K MUHUMYMY.

4.9. MuHuMU3aIUS TTOJTHOMOYHNA

O3HauaeT mMPEIOCTaBICHUE TIOJIL30BATSISIM MHUHUMAJIBHBIX IIpaB JOCTyIla B

COOTBETCTBUHM CO CIYK€OHOM HEO0OXOAMMOCThIO. J[OCTYym K NEepCOHaIbHBIM JIaHHBIM



JIOJDKEH TPEeNOCTaBIAThCS TOJNBKO B TOM cliydyae W 0OBeMe, €cClid 3TO HEOOXOAUMO
COTPYJHUKY JIJIs1 BHITIOJTHEHUS €0 JIOKHOCTHBIX 00s13aHHOCTEH.

4.10. HckmoueHue KoH(IMKTa UHTEPECOB (pazneneHne PyHKIuii)

OddextuBHass  cucrema  obecrmeueHus — WHOOPMAMOHHOW  0€30MacCHOCTH
MPEAIoaraeT 4YeTKoe pa3zesieHne 0O0sI3aHHOCTEN COTPYJHUKOB M UCKIIIOUEHUE CUTYAIIH,
Koraa cepa OTBETCTBEHHOCTH COTPYIHUKOB JOMYyCKaeT KOH(MIMKT uHTEepecoB. Cdepbl
MOTEHIIMAJIHBIX KOH(DIUKTOB MOJKHBI BBISBISATHCS, MUHUMU3UPOBATHCSA, U HAXOIUTCS
MOJI CTPOTUM HE3aBUCUMBIM KOHTpoJieM. Peanu3zanus AaHHOTO MPUHIIMIIA TPEAIOJIaraeT,
YTO HE OJJUH COTPYAHUK HE JOJDKEH MMETh IOJHOMOYMM, O3BOJIAIOIINX €MY €AHMHOIUYHO
OCYILIECTBJIATh  BBINOJHEHUE KPUTUYHBIX omnepaunil. HageneHue  coTpyaHHKOB
MOJIHOMOYMSIMHU, TOPOXKAAOIIMMU  KOH(JIMKT HMHTEPECOB, JA€T €My BO3MOYKHOCTh
MOJITACOBBIBATh MH(POPMAITHIO B KOPBICTHBIX IEISAX UIU C TEM, YTOOBI CKPBITH TTPOOIEMBI
WIN TIOHECEHHbIE YOBITKU. JIJisi CHM)KEHHsSI pHCKAa MAaHUITYJMPOBAHMS NEPCOHATbHBIMU
JAHHBIMM M pUCKAa XUILIEHUS, TaKHE MOJHOMOYHMS JIOJKHBI B MAaKCHMaJIbHO BO3MOXKHOM
CTeNeHU OBbITh pa3feNieHbl MEXIY Pa3IMYHBIMU COTPYIHUKAMHU WM TOAPA3JICICHUSIMU
mKoiabl. HeobxoauMo mpoBOAUTH MEPUOAMUYECKUE TPOBEPKU 00si3aHHOCTEH, (QYHKUIUN U
JeSITEIbHOCTH COTPYAHUKOB, BBIMTOJIHSIOIIUX KIIOUEBbIE (YHKIIMU, C TEM, YTOOBI OHH HE
VMMEJM BO3MOYKHOCTU CKpBIBAaTh COBEPIIEHUE HEIPABOMEPHBIX naeucTtBuil. Kpome Ttoro,
HEOOXOIMMO MNPHUHHUMATh CHELUANbHBIE MEpbhl MO HEAOMYIIEHUI0 CroBopa MEXIy
COTPYIHHUKAMU.

4.11. B3aumonencTBUE U COTPYAHUYECTBO

[Ipeanonaraer co3ganue OnaronpusTHOW aTtMocdepbl B KOJIEKTHBE ILIKOJbI. B
TaKoil 0OCTaHOBKE COTPYJHHMKH JOKHBI OCO3HAHHO COOJIOAATh YCTAHOBJIEHHBIE MPaBUiIa
M OKa3blBaTh  COJACWUCTBHE  JACATEIBHOCTH  QJMHHHUCTPATOPOB  O€30MaCHOCTH
WH(OPMAIIMOHHBIX CUCTEM MEPCOHABHBIX TAHHBIX.

BaxnpiM  snemeHTOM 3(PPEeKTUBHONM cHCTeMBbl oOOecredueHus Oe30MacHOCTH
NEPCOHAJBHBIX JaHHBIX B ILIKOJIE SBJSETCS BBICOKAs KyJlbTypa paboThl ¢ MH(OpMaIUEi.
PyKkOBOACTBO LIKOJIBI HECET OTBETCTBEHHOCTH 3a CTPOroe COOMIOACHUE ITUYECKUX HOPM U
CTaHAAPTOB MPO(HECCUOHATBHON AESITENIbHOCTH, MOAYEPKUBAIOIIEH U TEMOHCTPUPYIOLIEH

NEPCOHANTy Ha BCEX YPOBHSX BAXXHOCTh OOecredeHHs MH(OpPMAIMOHHOM 0€301acHOCTH



IIKOJIBI. BCe COTpYMHUKY MIKOJMBI TOJDKHBI IIOHUMATh CBOIO POJIb B MpOIiecce 00eCreueHuUs
nH(pOpMaMOHHON 0€30MMacCHOCTH U NMPUHHUMATh ydacThe B ATOM mpoliecce. Hecmorps Ha
TO, YTO BBICOKAs KyJIbTypa oOecreyeHus: MH()OPMALIMOHHON 0€30MaCHOCTH HE TapaHTUPYET
ABTOMATHYECKOTO IOCTUKCHHUS 1eJIeH, €€ OTCYTCTBUE CO3/IAET OOJBIIIE BOZMOKHOCTEH IS
HapyuieHus: 6€30MacHOCTH WK He 0OHapykeHus (DAKTOB €€ HapyIIECHUS.

4.12. TMOKOCTBH CUCTEMBI 3aIIUTHI

Cuctema obOecrieueHuss HHGOPMAITMOHHON OE€30MaCHOCTH JIOJDKHA OBITh CIIOCOOHA
pearupoBaTh Ha U3MEHEHHUs BHEIIHEH Cpe/bl U YCJIOBHUH OCYIIECTBJICHHUS IIKOJbI CBOCH
JIeITeIbHOCTH. B 4nciI0 TakuX M3MEHEHUM BXOJAT:

— HW3MEHEHUs OPraHU3aALMOHHON U IITATHOM CTPYKTYPHI LIKOJIBI;

— U3MEHEHHE CYIIECTBYIOUIMX WM BHEAPEHHE NPUHUUIHAIBHO  HOBBIX
UH(GOPMAIIMOHHBIX CUCTEM;
— HOBBIE TEXHUYECKHUE CPEICTBA.

CBOMCTBO THOKOCTH CHCTEMBI oOOecrieueHus HHGOPMAIMOHHON O€30MacHOCTH
M30aBJSIET B TaKUX CHUTYalMSX OT HEOOXOAMMOCTH MPUHATHS KapAMHAIBHBIX MEpP IO
MIOJIHOM 3aMEHE CPEJICTB M METOAOB 3alllUThl HAa HOBBIC, YTO CHIDKAET €€ OOIIyIo
CTOMMOCTb.

4.13. OTKpBITOCTH AITOPUTMOB U MEXAHU3MOB 3aILIUThI

CyTph NpUHIMIIA OTKPHITOCTU AJITOPUTMOB U MEXAHU3MOB 3aILUTHl COCTOUT B TOM,
YTO 3alllUTa HE JOJDKHA OO0ECIeYMBAThCA TOJIBKO 32 CYET CEKPETHOCTH CTPYKTYyPHOMU
OpraHu3alMd W aJrOpUTMOB (DYHKIIMOHUPOBAHUSI €€ MOACUCTEM. 3HAaHHE aJrOPUTMOB
paboThl CHCTEMBI 3alllMThl HE JOJDKHO JaBaTh BO3MOKHOCTH €€ TMPEOJOJICHHs (J1axke
aBTopaMm). JTO, OJJHAKO, HE O3Ha4yaeT, 4yTo MHpOpMaIus 00 HCIOIb3YEeMbIX CHUCTEMaX U
MeXaHHU3MaX 3allUuThl JTODKHA OBITH OOIEA0CTYITHA.

4.14. IIpoctoTa NpUMEHEHUS CPEACTB 3aIIUTHI

MexaHu3Mbl 1 METOABI 3aLIUTHI JOJKHBI ObITh UHTYUTUBHO MOHSTHBI U MPOCTHI B
WCITOIb30BaHMH. [IpuMeHEHNE CPEACTB U METOJIOB 3AIIUTHI HE JOJKHO OBITh CBS3aHO CO
3HAHUEM CHEIUAJbHBIX S3BIKOB WJW C BBIIOJHEHUEM JICUCTBUM, TpPeOYyHOIIUX

3HAYUTEIIBHBIX JOTIOJTHATEIIbHBIX TPYyZA03aTpar npu 0OBIYHOM pabote



3aperMCTPUPOBAHHBIX IOJIB30BATENIEH, a TaKKe HE JOJDKHO TPeOOBaTh OT IOJIb30BATENIs
BBIIIOJIHEHUSI PYTHHHBIX MAJIONIOHATHBIX €MY OIIEpaLIHil.

4.15. OG0OCHOBaHHOCTb M TEXHUYECKAS PEATU3YyEMOCTb

WNupopmaimoHHble TEXHOJIOTUH, TEXHUYECKHUE U TPOrPaMMHBIE CPEJICTBA, CPEACTBA
Y MEpbl 3alIUThl NEPCOHATIBHBIX AAHHBIX JIOJDKHBI ObITh PEaIn30BaHbl Ha COBPEMEHHOM
YPOBHE Pa3BUTHUS HAYKU U TEXHUKU, OOOCHOBAHBI C TOUKH 3PEHUS TOCTHIKEHUS 3aIaHHOTO
YpOBHSL 0€30MacHOCTH MHGPOPMAlMM M SKOHOMUYECKOW 1I€JIeCO00pPa3HOCTH, a TaKxKe
JIOJIKHBI COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM U TpeOOBaHUSIM MO O€30MaCHOCTH
NIEPCOHAJIBHBIX JAHHBIX.

4.16. Cnenmanuzamus u npodeccuoHanm3m

[Ipeanonaraer npuBieYEHUE K pa3pabOTKE CPEACTB U peajM3alMi MEp 3allUThI
NEPCOHAIBHBIX JAHHBIX CIEMUAIU3UPOBAHHBIX OpraHu3aluii, HanboJee MOArOTOBICHHBIX
K KOHKPETHOMY BHJly JEATEIBHOCTH IO 0OecneueHnto 0e30MacHOCTH MH(OPMAIMOHHBIX
pPECYpPCOB, UMEIOIIMX OIBIT MPAKTHUYECKOM PabOThl M TOCYJAPCTBEHHYIO JIMLEH3UIO Ha
IpaBO OKa3aHMs YCIAyr B JTOM oOnactu. Peanu3auus aJAMMHHUCTPATUBHBIX MeEp H
OKCIUTyaTalusi  CPEACTB  3alllUThl  JOJDKHA  OCYIIECTBIATHCS  MPO(ecCHOHATBHO
HNOJTrOTOBJICHHBIMH  CIIELMAIUCTAMHM  IOKOJBl  (aAMHUHHCTpaTopaMu  O€30MaCHOCTH
MH(GOPMAIIMOHHBIX CUCTEM IEPCOHAIBHBIX JIAHHBIX).

4.17. O06s3aTeNbHOCTh KOHTPOJIS

[Ipennonaraer 0043aTE€IbHOCTh U CBOEBPEMEHHOCTH BBISBICHHUS M MPECEUCHUS
NOMBITOK ~ HApYyIIEHWs]  yCTAaHOBJIEHHBIX  NIpaBWi, oOecredeHuss  0e30MacHOCTH
NEPCOHANBHBIX JIAHHBIX, HA OCHOBE MCIOJb3YEMBIX CHUCTEM U CpPEJICTB 3allUThI
NEPCOHAIBHBIX JaHHBIX, IPU COBEPLICHCTBOBAHWU KPUTEPUEB U METOAOB OLIEHKU
(b (PEKTUBHOCTU ATUX CUCTEM U CPEJICTB.

KoHTpomb 3a A€4ATeIbHOCTHIO JII000T0 MOJIB30BaTENs, KaXKI0T0 CPEICTBA 3AIUTHI U
B OTHOIIEHUH JIFOOOTO 0OBEKTA 3aLUThI JOJDKEH OCYIECTBISTHCS HA OCHOBE IPUMEHEHUS
CPEICTB OINEpPaTUBHOTO KOHTPOJS H PEruCTpallMd M JIOJDKEH OXBaTblBaThb Kak
HECaHKI[MOHUPOBAHHBIE, TAK U CAHKIIMOHUPOBAHHBIE JEHCTBUS M1OJIb30BATEIEH.

Kpome Toro, appextuBHas cucrtema odbecrieueHrus HHHOPMALMOHHON O€30MacHOCTH

TpeOyeT HaJluyusl aJeKBaTHOM M BceoObeMtoleld MH(OpPMAMK O TEKYLIEM COCTOSHUU



IPOLIECCOB, CBSI3aHHBIX C JBIKEHHMEM UHGOpMAMM UM CBEACHUH O COOIIONECHUU
YCTAaHOBJIEHHbIX HOPMAaTUBHBIX TpPeOOBaHMN, a TakXke JOINOJHUTENIbHON HH(pOpMaIuy,
UMEIOILEH OTHOLICHHE K MPUHATUIO pemieHnid. MHpopMmanus noikHA OBITh HAAECKHOM,
CBOCBPEMEHHOM, IOCTYIMHON U TIPaBUIHLHO 0()OPMIICHHOM.

Henocratku cucreMbl o0ecrieyeHUs UHPOPMAITMOHHON 0€30MaCHOCTH, BBISIBIIEHHBIE
COTPYIHUKAaMHU IIKOJNbI JIOJDKHBI HEMEUIEHHO JOBOJIUTBHCS IO CBEICHUSI PYKOBOAMTEIS
IIKOJBI M OIEPATUBHO YCTPAHATHCA. BOmpOChl, KOTOpBIE KaXKyTCs HE3HAYMTEIIBHBIMU,
KOTJa OTHENbHBIE NPOLIECCHl PAacCMaTpUBAIOTCS HW30JIMPOBAHHO, MPU PACCMOTPEHUU HUX
HapsAy ¢ IPYTMMU aclleKTaMd MOTYT yKa3aTb HAa OTPULATENbHbIE TEHACHIIMH, TPO3SIIUE

nepepacTy B KpyIHbIE HEIOCTATKH, €CJIM OHU HE Oy/lyT CBOEBPEMEHHO yCTPAHEHBI.

5. MEPBI, METO/JbI U CPEACTBA OBECIIEYEHUSA TPEBYEMOI'O
YPOBHS 3AHIMTBI THOOPMAIIMOHHBIX PECYPCOB
5.1. Mepnl o6ecnieuennst HGOPMAITMOHHON 0€30MaCHOCTH
Bce wmepbr obecriedeHuss 0€30MacHOCTH WH(GOPMAIMOHHBIX CHCTEM  IIIKOJIBI
MOJIPa3ICISIFOTCS Ha:

— TpaBOBbI€ (3aKOHOJATEIBHEIE);

— MOpaJbHO-3TUYECKHUE;

— TEXHOJIOTMYECKUE;

— OpraHu3alvoHHbIE (aJMUHUCTPATUBHBIC);

— (usnueckue;

— TEXHUYECKHE (armapaTypHble U IPOTrPAMMHBIE).

5.1.1. 3akoHo1aTeNbHbBIE (TIPABOBBIE) MEPHI 3ALIUTHI

K nmpaBoBbIM MepaMm 3alllUTHl OTHOCSITCS JACHCTBYIOIIME B CTpaHE 3aKOHbI, YKa3bl U
HOPMAaTUBHBIE aKThl, PETIAMEHTUPYIOIIME TpaBuia OOpalleHHs C MEePCOHAIBHBIMU
JAHHBIMH, 3aKpEIUIAIONIME TpaBa W OOS3aHHOCTH YYACTHUKOB HMH(GOPMAIIMOHHBIX
OTHOILIIEHUM B mpolecce X oOpaOOTKM U MCIOJIb30BAHUS, a TAKXKE YCTAHABJIMBAIOIINE
OTBETCTBEHHOCTh 3a HapylIeHUs ATUX npaBuil. [IpaBoBbie Mepbl 3alIUTHI HOCST B

OCHOBHOM  YINPEXAAONINN, NPOPUIAKTUUECKUN XapakTep U TpeOyIOT MOCTOSHHOM



pa3bsICHUTEIBHOM pPabOThl € TIONB30BATEISIMH M OOCIY)KHBAIOIIUM  TIEPCOHATIOM
MH(OPMAIIMOHHBIX CUCTEM IIKOJIBI.

5.1.2. MopaJlbHO-3THYECKHE MEPBI 3AIINUTHI

K MopanbHO-3TMHYECKMM MepaM OTHOCATCSI HOPMBI TOBEJICHUS, KOTOpPBIE
TPAAUIIMOHHO  CIOXWIMCh WM  CKJIAJbIBAIOTCA IO  MEpe  paclpoCTpaHEHUs
MH(OPMALIMOHHBIX TEXHOJOTUW B 00IIECTBE. DTH HOPMBI OOJbILIEH YaCThIO HE SABIISIOTCS
00s13aTeIbHBIMM, KAaK 3aKOHOAATEIbHO YTBEP)KIIEHHbIE HOPMATHUBHBIC aKThI, OJHAKO, UX
HECOOJIIOJICHHE MOXET MPUBECTH K MAJCHUI0 aBTOPUTETA, MPECTH)KA YeIOBEKa, TPYIIIbI
JIUI] WIH IIKOJBI B 11eJIOM. MOpabHO-3THYECKHUE HOPMBI OBIBAIOT KaK HEMHUCAHBIE, TaK U
MUCaHbIE, TO €CTh OPOPMIICHHBIE B HEKOTOPHIA CBOJ| (YCTaB) MPaBWJI WM MPEANUCAHUMN.
MopanbHO-3TUYECKHUE MEpbl 3allUThl SABISIOTCS MNPOPUIAKTUYECKUMU U TPeOyroT
MOCTOSIHHOHM PabOThI 1O CO3/IaHUIO 37J0POBOTO MOPAIBHOTO KJIMMAaTa B KOJIJICKTUBE.

5.1.3. TexHONOTHYECKHUE MEPBI 3AIMTHI

K nanHomy BuAy Mep 3alllUThl OTHOCATCS Pa3HOTO POJia TEXHOJOTUYECKHUE PEIIEHUs
U TPUEMBbI, OCHOBAaHHbIE Ha WCIOJIb30BAHUU HEKOTOPBHIX BHJIOB H30BITOUHOCTH
(cTpykTypHOH, (DyHKIIMOHAIBHOM, HH()OPMAITMOHHON, BPEMEHHOM U T.I1.) U HAIPAaBJICHHBIC
HAa YMEHBIIIEHUE BO3MOXXHOCTHU COBEPIICHHUS COTPYAHHKAMH OIIMOOK W HAPYIICHWHA B
paMKax MpeIoCTaBIEHHBIX UM IIPaB U MOJTHOMOYHIA.

5.1.4. OpranuzanuoHHble (aAMUHUCTPATUBHBIC) MEPHI 3AIIUTHI

OpranuzanonHsie  (aAMUHUCTPATUBHBIE) MEPhl  3alUTBI - O3TO  MEphI
OpPraHU3allMOHHOTO XapakTepa, pEerIaMEeHTUPYIOIIMEe Npouecchl (PyHKIMOHUPOBAHUS
CUCTEMBI 00paOOTKH NEPCOHAIBHBIX JTAHHBIX, UCIIOJIb30BAHUE €€ PECYPCOB, AEATEIBHOCTD
OOCITY’>KMBAIOIIETO TIEPCOHANa, a TakXKe MOPSJOK B3aWMOACUCTBUS IOJIb30BaTENICH C
CUCTEMOM TakuM 00pa3oM, YTOObl B HAMOOJBUIEH CTENEHH 3aTPYJHUTHh WM UCKIIOYHUTH
BO3MOXXHOCTb pPeasiu3alliu yrpo3 0€30MacHOCTH WM CHU3UTH pa3Mep MOTePh B CIydae uX
peanu3anuu.

5.2. ®opMupoBaHKE NOJUTUKU OE30MTACHOCTH

[maBHast T1eMp AIMHUHHUCTPATHUBHBIX MeEp, MPEANPHUHUMACMBIX HA BBICIIEM
yIpaBJIEHYECKOM YpOBHE - CchOpPMUPOBATh IMOJUTUKY B 00jgacTH 0OecTeueHUs

0E30ITaCHOCTH NCPCOHAIbHBIX JAHHBIX (OTpa)KaIOIHYIO moaxoAbl K 3alIUTC IMCPCOHAIbHBIX



JTAHHBIX) U OOECIICUNTh €€ BBIIIOJIHEHUE, BBIIEISIST HEOOXOUMbIE PECYPCHI M KOHTPOIUPYSI
COCTOSIHHE JIEII.

C mpakTu4eckoil TOYKH 3pEHHs MOJIUTHUKY B oOnacTu obecrneyeHus: 0e30MacHOCTH
NEPCOHAIBHBIX JAHHBIX B LIKOJIBI 1I€JIECO00pa3HoO pa3OuTh Ha ABa ypoBHS. K BepxHemy
YPOBHIO OTHOCSITCS PEIICHUS PYKOBOJCTBA, 3aTParvBarOIIME JESTEIBHOCTh IIKOIBI B
nenoMm. IlomuTuka BEpXHETO YpPOBHS JOJDKHA YETKO OYepTUTh cdepy BIUSHUS H
OFpaHHUYEHMs] TP ONpPENCJICHUM Iejed 0e30IacHOCTH NEePCOHAJIBbHBIX JAHHBIX,
OTIpPENEINTh KaKUMU pecypcaMu (MaTepualbHbBIE, CTPYKTYpHBIC, OpraHU3alMOHHBIE) OHU
OyayT OOCTMTHYTHI, U HaWTH pa3yMHbIH KOMIIPOMUCC MEXIY HIpUEMJIEMbIM YPOBHEM
0€e301acHOCTH U (PYHKIIMOHAIBHOCTBIO.

[TonmuTHKa HIDKHETO YPOBHSA, OMpPEAESeT MPOLEAYphl, M MpaBWiIa JOCTHUKCHUS
Hesned W pemieHust 3ajad  Oe30MacCHOCTH TEPCOHAJBHBIX JIAHHBIX M JIETAIU3UPYET
(perylaMeHTupyeT) 3TU MpaBuia;

—  KaKOBBI POJIH M OOSI3aHHOCTH JTOJKHOCTHBIX JIMII, OTBEUYAIOIIHE 32 TPOBEICHNE
HOJIUTUKY 0€30MaCHOCTU MEPCOHATBHBIX JTAHHBIX;

— KTO HMMEeT IpaBa JOCTylla K MEpCOHAJIbHBIM JIaHHBIM, KTO W TpPU KaKHX
YCIIOBUSIX MOXKET UATATh U MOAU(ULIMPOBATH NIEPCOHANIbHBIE JaHHBIE U T.1I.

[TonuTHKa HUKHETO YPOBHSI IOJIKHA:

—  [peaycMaTpuBaTh PErIaMEHT MH(MOPMALMOHHBIX OTHOUIEHWH, MCKIFOYAIOLINX
BO3MOYKHOCTh IPOU3BOJIbHBIX, MOHOIIOJIBHBIX WJIW HECAaHKUMOHUPOBAHHBIX JEHCTBUI B
OTHOIIIEHUN HHPOPMAIIMOHHBIX PECYPCOB;

—  ONpeneNsiTh KOAIWIIMOHHBIE W HMEPAPXUYECKUE TMPHUHIUIBI W METOIbI
pas3zeneHusl CEKPETOB U pa3TpaHUUEHUs JOCTYIA K MEPCOHAIBHBIM JaHHBIM;

—  BBIOMpATH IPOrPaMMHO-TEXHUYECKHE (ammapatHbIe) cpeacTsa
npotuBozeiicteust HCJl, ayrenTudukauuu, aBTOpH3alUHM, UACHTU(DUKALIMA U JAPYTUX
3alIUTHBIX ~ MEXaHW3MOB, OOECMEUYMBAIOIIMX TapaHTUH  pealu3alud TpaB |
OTBETCTBEHHOCTU CyOBEKTOB MH(GOPMAITIOHHBIX OTHOIIICHUH.

5.3. PernameHranus noctyna B IOMEIIEHUS

KoMmoHeHTI MHGOPMAIIMOHHBIX CHUCTEM IIKOJBl JOJDKHBI pa3MemaThCsl B

IIOMCIICHUAX, HAXOIOAIIUXCA IIO0J oxpaHoﬁ 0041 Ha6J'IIO,Z[€HI/IeM, HCKIIIOYAIOMNM



BO3MOXKHOCTh OECKOHTPOJIBHOTO MPOHUKHOBEHHS B IMOMELIECHHUS MOCTOPOHHUX JIUI[ U
o0ecreunBaroM (PU3NUECKYI0 COXPAaHHOCTh HAXOIAIIUXCS B TOMELICHUH 3alUIIaeMbIX
pecypcoB (nokymeHToB, APM u T.1.). YOopKka Takux MOMENIEHUN T0KHA MTPOU3BOIUTHCS
B TPUCYTCTBUU OTBETCTBEHHOTO COTPYAHMKA, 3a KOTOPBIM 3aKpEIUICHbl JaHHbIE
KOMIIOHEHTBI, C COOJIIOJCHHEM MEpP, HCKIIOYAIOIUX JOCTYH TOCTOPOHHUX JHI[ K
3alMIIAEMbIM HH(POPMALIMOHHBIM PECYPCAM.

Bo Bpemsi 00pabOTKM MEpPCOHANbHBIX JAHHBIX B TaKWX IOMEHICHMSX JOJKEH
MPUCYTCTBOBATh TOJBKO MEPCOHAIN, JOMYLIEHHBIN K paboTe ¢ mepCcoOHaIbHBIMU JIaHHBIMHU.
3amperiaercss MpUeM IMOCETUTENEH B MOMEIICHUAX, KOrja OCYIIECTBIseTcsl 00paboTka
NEPCOHAIbHBIX JaHHbBIX.

ITIo okoH4YaHHM pabOYero JHsA, MOMEIIEHUS, B KOTOPBIX Pa3MEIIAI0TCS KOMIIOHEHTHI
UH(GOPMAITMOHHBIX CUCTEM IIKOJbI, TOJKHBI 3aITUPATHCS Ha KITIOY.

B ciiyyae ocHaiieHus mOMEUIEHUN CpPelICTBAMHM OXPAaHHOW CHUTHAIM3ALMU, a TAKXKe
aBTOMAaTU3MPOBAHHOW CHUCTEMOI MpUEMa M PETUCTpPalMy CHUTHAJOB OT 3TUX CPEACTB,
npHUeM-caya TAKUX IMOMELIEHUH M0/ OXpaHy OCYIIECTBISETCS HA OCHOBAaHUM CIIELIUAIbHO
pa3zpabaTrbiBaéMON UHCTPYKIIUH.

5.4. Pernamenranus IOMyCKa COTPYJHHMKOB K HCIIOJIBb30BAHUIO MH(YOPMALIMOHHBIX
pecypcoB

B pamkax paspemurenbHOil cUCTeMbl (MaTpulbl) JOCTYIa yCTaHABIMBAETCS: KTO,
KOMY, KaKyto HH(OPMAIUIO U JJIsl KAKOTO BHUJIA IOCTYIIa MOXKET MPEIOCTaBUTh U MPU KAKUX
YCIIOBHSIX.

Jomyck mnonb3oBareneil Kk paboTe ¢ MH(OPMALMOHHBIMU CUCTEMAaMH IIKOJIbI H
JOCTyIl K €€ pecypcaM JOJKEH OBbITh CTPOro perjiaMeHTHpoBaH. JIoOble H3MEHEHUs
cocTaBa M TIOJHOMOYMM  TOJIb30BaTeJIe  MOJCUCTEM  JIOJDKHBI  MPOU3BOAUTHCS
YCTaHOBJIEHHBIM TOPSAKOM.

VYpoBeHb MOJHOMOYMM KaXJAOr0 IOJb30BaTENsl ONpEAEsSeTCsS WHAMBHUIYaJIbHO,
coOrozias ciaeayrome TpeOOBaHUS

— KaXAbl COTPYAHUK IHOJB3YETCS TOJIBKO MPEANHCAHHBIMH €My I[paBaMH IO
OTHOILLEHUIO K NEPCOHAIBHBIM JaHHBIM, C KOTOPBIMM €My HeoOxomuma paboTta B

COOTBCTCTBHMU C AOOKHOCTHBIMH 00s13aHHOCTSMU. PacmnpeHI/Ie IpaB a0CTyma ¢



MPEeNOoCTaBleHne JOCTyNa K JIOTIOJHUTENbHBIM HWH(DOPMAIMOHHBIX pecypcaMm, B
00s13aTeILHOM TOPSAKE, JTOJDKHO COIVIACOBBIBATHCS C aIMUHUCTPATOPOM OE€30MaCHOCTH
WH()OPMAIMOHHBIX CHCTEM MEPCOHATBHBIX JTaAHHBIX;

— JMPEKTOp MMEET MpaBa Ha I IIKOIBI OCMOTP WH(OPMAITN CBOWX ITOAYNHEHHBIX
TOJILKO B YCTAHOBJICHHBIX Ipe/ieNiaX B COOTBETCTBUU CO CBOMMU JIOJKHOCTHBIMHU
00sI3aHHOCTSIMH.

Bce corpymHuKM mIKOMBI W OOCTYKMBAIOIIMM TEPCOHAN, JOJHKHBI HECTH
MEePCOHAIBHYI0O OTBETCTBEHHOCTh 3a HApPYUIECHUS YCTAHOBJICHHOTO MOpsiiKa 00padOTKU
MIEPCOHANLHBIX JTaHHBIX, TIPABWJI XPAHEHUS, UCIIOIH30BAHUS M TIEPEIaud HAXOIAIIUXCS B
WX PaCTHOPSHKECHUU 3allMINaeMbIX PECYpCOB CHCTeMbl. Kakapiii coTpyaHUK (TIpH TIpUeMe
Ha paboTy) JOJKEH MOJMUCHIBATH 00SI3aTEIBCTBO O COOJIIOJICHUH U OTBETCTBEHHOCTH 3a
HapyUICHUE YCTAHOBJIEHHBIX TPEOOBAHUI 110 COXPAHEHUIO TIEPCOHATIBHBIX JAHHBIX IIKOJBI.

OO0paboTka NEPCOHATIBHBIX JAHHBIX B KOMIIOHEHTAaX HWH(OPMAIIMOHHBIX CHCTEM
IITKOJIBI JIOJDKHA TIPOU3BOIUTHCS B COOTBETCTBUU C YTBEPKICHHBIMU TEXHOJOTUYECKUMU
UHCTPYKITUSIMU.

5.5. PernameHTanusi  MpoOLeECCOB  OOCHAYKMBAHUA W OCYLIECTBJICHUS
MOIM(PUKANMH ANMAPATHBIX U MPOTPAMMHBIX PeCypcoB

B nemsax mommepkanus pexxknuma HHGOPMAIMOHHON O€30MacHOCTU  alapaTHO-
porpamMMHasi KOHQUTYpaIuss aBTOMaTU3UPOBAHHBIX PA00YMX MECT COTPYAHHUKOB IITKOJIBI,
C KOTOpPBIX BO3MOXEH JOCTyHn K pecypcaM HHGPOPMAIMOHHBIX CHUCTEM, JOJDKHA
COOTBETCTBOBATh KPYTy BO3JIOKEHHBIX Ha JIaHHBIX TMOJIb30BaTeNe (HyHKIMOHAIBHBIX
00s13aHHOCTEH.

B kommoHeHTax MH(POPMAIMOHHBIX CHCTEM U Ha pabO4YMX MecTax MOJb30BaTelen
JTIOJKHBI YCTAHABIIUBATHCS U UCIIOJIb30BATHCS JIMIICH3UOHHBIE TPOTPAMMHBIE CPEJICTBA.

5.6. OGecnieueHne W KOHTPOJb (PU3MUYECKOH IEJOCTHOCTH (HEU3MEHHOCTH
KOH(UTYypanum) anmnapaTHbIX pecypcoB

O6opynoBanue MHMHOPMAITMOHHBIX CUCTEM, UCTIONB3YEeMOe JIJIsl IOCTYIa U XpaHEHUsI
MEPCOHANBHBIX JAHHBIX, K KOTOPOMY JOCTYH OOCITY»KHBAIOIIIETO MEPCOHAaNa B Ipoliecce
HKCIUTyaTaluu He TpeOyeTcs, Mocie HaJlaJOYHbIX, PEMOHTHBIX U UHBIX pa0oT, CBSI3aHHBIX C

JOCTYIIOM K €0 KOMIIOHCHTAM J10JIZKHO 3aKpPbIBATHCA.



5.7. llogOop U MOArOTOBKA MEPCOHAJIA, 00yUeHHUe MOJIb30BaTelel

[Tonb3oBarenn HWHGOPMAIMOHHBIX CHUCTEM IIKOJbI, a TaKXe PYKOBOISAIIUN U
Oo0CITy’KMBAIOIINII TEPCOHAT JIOJDKHBI OBITh  O3HAKOMJIEHBI CO CBOUM YPOBHEM
ITOJTHOMOYHM, & TAKKE OPraHU3aLMOHHO-PACTIOPSAUTEIBHOW, HOPMAaTUBHOM, TEXHUYECKOU
W OKCIUTyaTallMOHHOW JOKyYMEHTAIlMeH, Oompenenstomet TpeOoBaHUs U TOPSAOK
00pabOTKH NMEPCOHAIBHBIX TaHHBIX B IIKOJIE.

ObecnieueHue 0€30MACHOCTH TEPCOHANBHBIX JAHHBIX BO3MOXHO TOJBKO TOCIIE
BBIPAOOTKH Y TOJIb30BaTEIIEH ONMpe/IeICHHON KYJIbTypbl pabOThI, T.e. HOPM, 00s13aTEIbHBIX
JUTSI ICTIOJTHEHUST BCEMH, KTO paboTaeT ¢ MHGOPMAIMOHHBIMU pecypcaMu mKoibl. K Takum
HOpPMaM MOXHO OTHECTH 3alpelleHue JOObIX YMBIIUICHHBIX WM HEYMBIIUICHHBIX
JNEeUCTBUM, KOTOpbIE HAPYIIAIOT HOPMAJIBHYIO Pa0dOTy KOMIIOHEHTOB HH(POPMAIIMOHHBIX
CUCTEM IIIKOJbI, BBI3bIBAIOT JOMOJHUTENbHBIEC 3aTPaThl PECYPCOB, HAPYIIAIOT LIEIOCTHOCTD
XpaHUMOW U oOpaOaTbiBaeMOWd UWHGMOpPMALMKM, HApPYLWIAIOT HMHTEPECHl 3aKOHHBIX
10JIb30BAaTENEH, BIaIeIbLEB NI COOCTBEHHUKOB.

Bce nonb3oBarenu nHGOPMAIMOHHBIX CUCTEM IIKOJIbBI JOJKHBI ObITh O3HAKOMIICHBI
C OpPTaHU3aIMOHHO - PACHOPSAUTEIHHBIMU IOKYMEHTaMU 10 00eCTeueHnI0 6€30MacHOCTH
NEPCOHAIBHBIX JAHHBIX IIKOJbI, B YacTH, WX KacalwlIeiics, MOKHBI 3HaThb W
HEYKOCHHUTEJIHHO BBITIOJIHATh UHCTPYKIIMU M 3HATh 00IIHMe 00S3aHHOCTH MO 00ECIICYEHUIO
0€30MacHOCTH NEPCOHANBHBIX AaHHBIX. JloBeneHne TpeOoBaHUN yKa3aHHBIX JIOKYMEHTOB
70 JIWI, JOMYHIEHHBIX K OO0pabOTKe 3alMIIaeMbIX TMEPCOHAIBHBIX JAHHBIX, JIODKHO
OCYILIECTBIATHCA MOJ POCIIHCH.

5.8.  OTBETCTBEHHOCTb 32 HAPYLICHHMS YCTAHOBJICHHOIO IOPSAAKA I10Jb30BAHUA
pecypcamy HHGOPMAIHOHHBIX CHCTEM IIKOJIbI.

Mepa OTBETCTBEHHOCTHM MEpPCOHAla 3a JCHCTBUS, COBEPIICHHbIE B HapyIICHUE
YCTaHOBJICHHBIX MPaBHII oOecreueHns 0e30macHoi padoThl ¢ IEPCOHATBLHBIMU JaHHBIMH,
JOJIKHA ONPENESAThCS HAHECEHHBIM yIIepOOM, HAJIMYMEM 3JI0T0 yMbICIA W JIPYTUMU
(dbakTOpaMu 1Mo YCMOTPEHUIO PYKOBOJICTBA HIKOJIBI.

Jns peanuzanuy NPUHLMIIA TEPCOHAIBHOM OTBETCTBEHHOCTH IIOJB30BATENEH 3a

CBOMU JIEUCTBUS HEOOXOIUMBI:



—  UHAUBUAyaJbHas WACHTU(UKAIMS IOJNb30BaTeliecd W WHUIMUPOBAHHBIX HWMH
MPOIIECCOB, T.e. yCTaHOBJeHUe 3a HUMU ujaeHTudukaropa (login, Username), Ha 0aze
KOTOPOTO OYZIET OCYIIECTBISITHCS pa3rpaHUYCHUE JTOCTyIa B COOTBETCTBUU C TIPUHITUIIOM
000CHOBAaHHOCTH JIOCTYTIA;

— TpoBepKa TMOUIMHHOCTUA TMOJb30BaTelel (ayTeHTUu(UKaIMs) Ha OCHOBE
Mapoyieu;

— peaknus Ha TONBITKA HECAHKIIMOHUPOBAHHOTO JOCTyMa (CHTHAIM3AINS,
OJIOKUpPOBKA U T.1.).

5.9. CpenctBa obecnneueHHs1 0€30MACHOCTH MEPCOHAJIBHBIX JTaHHBIX

Jns  obecrieueHuss uWHOOPMAIMOHHONW O€30MAaCHOCTU IIKOJBI  HCIOIB3YIOTCS
CIICYIOIUE CPEACTBA 3aAIUTHI:

— (u3HYECKHue CPE/ICTBA;

— TEXHUYECKHE CPEJCTBA;

— CpeICTBa UACHTU(PHUKALMH U ayTEHTU(DHUKAIIUHU TI0JIb30BaTENEH;

— CpEICTBa pa3rpaHUYEHUs JOCTYIIa;

— cpencTsa 00ecnedyeHns U KOHTPOJIS LIEJIOCTHOCTY;

— CpeACTBa ONEPaTUBHOIO KOHTPOJISI U PETUCTPALIUU COOBITHI O€301MacHOCTH.

CpeactBa 3amMThl JOKHBI MPUMEHSTHCS KO BCEM pecypcaM HHGOPMAalMOHHBIX

CUCTEM ILKOJIbI, HE3aBUCUMO OT UX BUJA U (POPMBI IIPEJICTABIECHUS HH(DOPMALIMK B HUX.

5.9.1. ®dusnyeckue cpeacTBA AU THI

@du3znyeckrue Mepbl 3allUThl OCHOBaHbl Ha NPUMEHEHUU PA3HOIO poja
MEXaHUYECKUX, JIEKTPOHHBIX UJIU ANEKTPOHHO-MEXAHUYECKUX YCTPOUCTB U COOPYKEHHUI,
CHEUANIbHO MPETHA3HAYCHHBIX IS CO3/aHUA (PU3MUYECKUX MPEMSITCTBUN HAa BO3MOXKHBIX
NYTSIX NPOHUKHOBEHHsS M JIOCTYNA NOTCHLIHMAJIBHBIX HApyLIMTEIEH K KOMIIOHEHTaM
CUCTEMbl U 3alUIIAEMbIM IE€PCOHANBHBIM [aHHBIM, a TaK)KE€ TEXHMUYECKHUX CPENCTB
BU3YaJIbHOTO HAOMIOJICHUS, CBSA3U U OXPAaHHOM CUTHAJIM3ALINH.

s obecriedeHus (pu3nMueckoil 0e30MacHOCTH KOMIIOHEHTOB HH()OPMAaIlMOHHBIX

CHUCTCM IIKOJIbI HCO6XOI[I/IMO OCYHICCTBIATL pAJl OPraHM3allMOHHBIX M TCXHHUYCCKUX



MEpOTIPUATUN, BKJIIOYAIOIIMX: TPOBEPKY OOOPYHOBaHUSA, MPEAHA3HAYCHHOTO IS
00pabOTKH NMEPCOHAIBHBIX IAHHBIX, HA:

- HaJIM4YHC CIICHIHUAJIbHO BHCAPCHHBIX 3aKJIaIHbIX YCTpOﬁCTB;

—  BBEJICHHC JIONOJHUTEIBHBIX OrPAaHUYEHUH IO JOCTYIy B IIOMEIICHUS,
MpeIHa3HauYeHHBIC 711 XpaHeHUsI U 00pa0OTKU NEPCOHATBHBIX JaHHBIX;

— o0opymoBanue cucTeM HH(POpPMATH3alMA YCTPONCTBAMU 3alIUTHI OT cOOEB
AIIEKTPONTUTAHUS Y TIOMEX B JIMHUSX CBSI3U.

5.9.2. Texnnveckue cpeacTBa 3alIUTHI

Texaudeckne  (ammapaTHO-TIPOTPAMMHBIE)  MEpbl  3alllUTBl  OCHOBAHBI  HA
WCIIOJIb30BAHUM PA3JIMYHBIX AJICKTPOHHBIX YCTPOWCTB M CIENHUAIBHBIX MPOTPaAaMM U
BEITIOJTHSIOIIHUX (CaMOCTOSITEIBHO WJIM B KOMIUIEKCE C JAPYTMMH CPEICTBaMH) (YHKITUU
3aIUThl (MIECHTU(DUKAIUIO U ayTEHTU(UKAIMIO MT0JIb30BaTENEH, pa3rpaHUYeHHE 10CTyna K
pecypcam, perucTpaiuio CoOObITHI, KpunTorpaguueckoe 3aKpbiTie HHPOPMAIUH U T.11.).

C yweroM Bcex TpeOOBaHMII W NPUHIMINOB oOecredeHuss Oe30MmacHOCTH
MEPCOHANBHBIX JIAHHBIX 1O BCEM HAMPAaBIEHUSM 3allUThl B COCTAaB CHCTEMbBI 3alllUThHI
JIOJIKHBI OBITH BKITIOYEHBI CIIETYIONIUE CPEICTBA:

— CpEeICTBa pa3rpaHUYEHUs JOCTYIA K TAHHBIM;

— CpEICTBa PETHUCTPAIMU JOCTyIa K KOMIOHCHTaM HH(GOPMAIMOHHBIX CHCTEM MU
KOHTPOJIS 32 UCTIOIb30BaHNEM HH(OpMAITN;

— CpeIcTBa  pearupoBaHUs HA  HaApYIIEHUS  pexuMa  HUHPOPMAIMOHHOU
0€30MaCHOCTH.

Ha Ttexnuueckue cpenctBa 3allluThl BO3JAraeTCsl PEHICHUE CICAYIONNX OCHOBHBIX
3a/a4:

— wuaAeHTH(PUKAMA W ayTeHTU(HKAIMS TOJIb30BaTeIe TP MMOMOINA WMEH WA
CHelUaJIbHBIX amnmapaTHbiX cpeacTB (Advantor, Touch Memory, Smart Card u T.11.);

— periaMeHTauus W YIpaBiIeHUE OCTYNOM TMOJb30BaTelied B TIOMEILIEHUs, K
(bU3HYECKUM U JIOTHYECKUM YCTPOUCTBAM;

— 3ammTa OT NPOHUKHOBEHMSI KOMIIBIOTEPHBIX BHUPYCOB M PA3PyLIUTEIHHOTO

BO3JICCTBUSI BPEJOHOCHBIX ITPOTPaAMM;



— peructpaius Bcex NeHWCTBUI MOJb30BaTels B 3alMILEHHOM XYypHaje, Haluuue
HECKOJIbKUX YPOBHEH perucTpalu;

— 3alMTa JIaHHBIX CHCTEMbl 3allluThl Ha (HalJJoBOM cepBepe OT JOoCTyma
NOJIb30BaTese, B YbM JOKHOCTHBIE OOSI3aHHOCTM HE BXOOUT paboTa ¢ MH(pOpMAIMH,
HaxXoAIIeHCs Ha HEM.

5.9.3. CpeacrBa uaeHTH(PUKALUY U AyTEHTH(PUKALMHU 10/1b30BaTEIeH

B nenax npenorspaiieHust paboThl ¢ pecypcaMu HH()OPMALIMOHHBIX CUCTEM IIKOJIBI
MOCTOPOHHUX JIUI[ HEOOXOAMMO OOECIEeUUTh BO3MOXKHOCTb PACIO3HABAHUS KaxXIO0ro
JerajibHOro MOJb30Bareis (Mau TpyIn nojb3oBareneil). s uaeHTHUKALMM MOTYT
NPUMEHATHCA Pa3IMYHOIO pojJa yCTPOMCTBA: MAarHUTHBIE KapTOUYKH, KIIOYM, KIHOUEBbIE
BCTaBKH, JUCKETHI U T.II.

Ayrtentudukanus (MOATBEPKAECHUE MOJUIMHHOCTH) IOJb30BATENIEd TaKKE MOXKET
OCYILIECTBIIATHCS:

— MyTeM NPOBEPKH HAIM4YMs Yy TOJIb30Bareiel Kakux-In0o crenuaibHbIX
YCTPOMCTB (MAarHUTHBIX KapTOUEK, KIFOUEH, KJIFOUEBbIX BCTABOK U T.1.);

— IIYyTE€M IIPOBEPKHU 3HAHUSI UMH NAPOJIEU;

— MyTeM TMPOBEPKUM YHUKAIBHBIX (PUINYECKUX XapaKTEPUCTUK U TapamMeTpoB
camMHX IMOJIb30BaTeNei MpU MOMOIU CHELHATBHBIX OMOMETPUYECKUX YCTPONUCTB.

5.9.4. CpencrBa pasrpaHu4eHus: 10CTyINa

30HBI OTBETCTBEHHOCTH M 33Jaud KOHKPETHBIX TEXHUYECKHUX CPEICTB 3allUThI
YCTAHABIMBAIOTCSA MCXONs M3 UX BO3MOXKHOCTEH M SKCIUIyaTallMOHHBIX XapaKTEpPHUCTUK,
ONMCAHHBIX B JOKYMEHTALIUU Ha JJaHHBIE CPECTBA.

TexHuueckue cpencTBa pasrpaHUUEHUs] JOCTyMHa JOJKHBI MO BO3MOXKHOCTH OBITh
COCTAaBHOM YaCThIO €JMHOM CUCTEMbI KOHTPOJISI JOCTyHa!

— Ha KOHTPOJUPYEMYIO TEPPUTOPHUIO;
— B OT/ICJIbHBIC TIOMEIICHHUS;

— K KOMIIOHCHTaM HH(l)OpMaHHOHHOfI CpCAbl IIKOJIBI W J3JICMCHTAM CHUCTCMBbI

3aIUThI TEPCOHANTBHBIX JAHHBIX ((PU3UUECKUI TOCTYyM);



— K WHPOPMALMOHHBIM pecypcaM (JIOKyMEHTaM, HOCUTENSIM HUH(GOPMALINH,
¢aiinam, Habopam JTaHHBIX, apXUBaM, CIIPaBKaM U T.]I.);

— K aKTUBHBIM pecypcam (MIPUKIAAHBIM [IporpaMMam, 3ajayaM U T.11.);

— K ONEpalMOHHON CUCTEME, CHCTEMHBIM IIpOrpaMMaM U POrpaMmam 3aliuThl.

5.9.5. CpencrBa odecneyeHus1  KOHTPOJIS LEJOCTHOCTH

CpeacrtBa oOecriedeHHs] 1EJIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpencTBa
PE3epBHOIO  KOMHUPOBAHUS, NPOrpaMMbl  AHTUBUPYCHOM  3alIUThl, POrpPAMMBbI
BOCCTAHOBJICHHSI LIEIOCTHOCTH OIEPAIlMOHHON cpenibl U 0a3 JaHHBIX.

CpenctBa KOHTPOJSL  LIEIOCTHOCTH ~ MH(GOPMAIMOHHBIX PECYPCOB  CHUCTEMBI

IpelHa3HauYeHbl JJIi CBOEBPEMEHHOIO OOHAapyXEeHHs MOAU(PUKALMH WM HCKaKEHUS
pecypcoB cuctembl. OHHM MO3BOJIAIOT O0ECHEUUTh MPABWIBHOCTH (PYHKIMOHHPOBAHUS
CUCTEMBI 3aIIMThHI U LIETOCTHOCTh XPAHUMOW U 00pabaTbiBaeMO MH(MOPMALIIH.
KoHTposb 1en0CcTHOCTH MHPOPMAalUMKU M CPEACTB 3aIUThI, C LEIbI0 OOECreYeHUs
HEM3MEHHOCTH MH(POPMAITMOHHOM CPE/Ibl, ONpeIeieMOi TPelyCMOTPEHHON TEXHOIOTUEN
00pabOTKH, U 3aIIUTHI OT HECAHKIIMOHUPOBAHHON MOJIU(UKAIIMKN MEPCOHANTBHBIX JAHHBIX
JIOJDKEH 00ecreunBaThCs:

—  CpeICTBaMM pa3rpaHHyeHus JA0cTyna (B IOMELIEHHsA, K JOKyMEHTaM, K
HOCHUTEJSIM UH(POpMaLlMU, K CepBepaMm, JIOTHYECKUM YCTPOUCTBAM U T.I1.);

- cpeacrBaMu 3J'I€KTpOHHOI71 IIOAIINCH,

— CpeIcTBaMHM  MOACYETAa  KOHTPOJIBHBIX CyMM  (IUII  HMCHOJIb3yEMOTO
MIPOTPAMMHOTO 00ECTICUCHHS).

5.9.6. CpencrBa onepaTMBHOIO KOHTPOJS M  Perucrpanvu  CcoObITHIl
0e301aCHOCTH

CpeacrBa OOBEKTMBHOTO KOHTPOJSL JOJDKHBI 00€creuuBaTh OOHApyXEHUE W
PETHCTPAIINIO BCEX COOBITHI (NeicTBUI monb3oBarenei, monsitTok HC/[ u T.1m.), koTopsie
MOTYT MOBJIeYb 3a COOOM HapylieHHe Oe30MaCHOCTH M MPHUBECTH K BO3HUKHOBEHHIO
KPU3HUCHBIX CUTyallMil. AHanu3 coOpaHHOW CpeICcTBaMU pErucTpanuuud HUHpOpManuu

IIO3BOJIACT BBIABUTD q)aKTI)I COBCPIICHUA HapymeHHﬁ, HX XapaKTCp, IMIOACKA3aTb MCTOA €TI0



paccieloBaHus U CTHOCOOBI MOWCKAa HApYIIUTENss U uchpaBieHus curyaruu. Cpencrsa
KOHTPOJIS U PETUCTPALIUU JTOJKHBI MPEJOCTABISTh BO3MOKHOCTH:

— BEACHMS W aHalu3a JKYpPHAJIOB pETUCTpalud COOBITUI  0€30MacHOCTH
(CHCTeMHBIX )KypHAJIOB);

— TONy4YeHUs TBEpAOM Komuu (Me4YaTh) >KypHaAJla pPETUCTpaluu COOBITUMN
0E€30ITaCHOCTH;

— YIOOPSAOYCHHS JKYPHAJIOB, a TaKXKE YCTAHOBJICHUS OTPAHWMYCHHA Ha CPOK HX
XpaHCHWS;

— ONEPaTUBHOTO OTMOBELICHUS aIMUHUCTpAaTOpa 0€30MaCHOCTH O HAPYIICHUSX.

[Ipu perucrpanuu coObITUN 0€30MACHOCTH B KypHaje JOKHA (DUKCHPOBATHCS
cienytomnas "HHOpMaIus:

— J1ata u BpeMs COOBITHS;

— wuaeHTuduKaTop cyobekTa, OCYIECTRISIONIETO PETUCTPUPYEMOE IEUCTBUE;

— JeicTBHe (TUII JOCTYIA).

5.10. KoHTpoJIb 3(p(PpeKTUBHOCTH CUCTEMBI 3ALIUTHI

Kontponb 3()(PeKTUBHOCTH 3alIUTHI MEPCOHAIBHBIX JIAHHBIX OCYIIECTBIIICTCS C
IIETbI0 CBOCBPEMEHHOTO BBISBICHHUS W MPEJOTBPAICHUS YTEUKU MMEPCOHATBHBIX JAaHHBIX
3a CYeT HECAHKIMOHHUPOBAHHOTO JIOCTYyMa, a TaKXe MPEAyNPEKIACHUS BO3MOKHBIX
CHEIUANbHBIX BO3JCHCTBUMN, HANPABICHHBIX HA YHUYTOXKECHHE MEPCOHAIBHBIX IaHHBIX,
paspyiienue cpencts uHbpopmaruzanuu. KoHTpoIb MOKET TPOBOAUTHCS MPUBIIEKAEMBIMU
JUTS 9TOM 11€JIM OpTraHu3aIUsIMHU, UMEIOIUMU JTUIICH3UIO Ha 3TOT BUJI JEATEIHHOCTH.

Onenka 3(G(EKTUBHOCTH MEpP 3alUTHl TIEPCOHATBHBIX JAHHBIX TPOBOAUTCS C
WCIIOJIb30BAHMEM TEXHUYECKMX W TMPOTPAMMHBIX CPEIACTB KOHTPOJISI Ha TIPEeaMeT

COOTBCTCTBHUA YCTAHOBJICHHBIM TpC6OBaHI/I$IM.
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	Свойство гибкости системы обеспечения информационной безопасности избавляет в таких ситуациях от необходимости принятия кардинальных мер по полной замене средств и методов защиты на новые, что снижает ее общую стоимость.
	4.13. Открытость алгоритмов и механизмов защиты
	Суть принципа открытости алгоритмов и механизмов защиты состоит в том, что защита не должна обеспечиваться только за счет секретности структурной организации и алгоритмов функционирования ее подсистем. Знание алгоритмов работы системы защиты не должно давать возможности ее преодоления (даже авторам). Это, однако, не означает, что информация об используемых системах и механизмах защиты должна быть общедоступна.
	4.14. Простота применения средств защиты
	Механизмы и методы защиты должны быть интуитивно понятны и просты в использовании. Применение средств и методов защиты не должно быть связано со знанием специальных языков или с выполнением действий, требующих значительных дополнительных трудозатрат при обычной работе зарегистрированных пользователей, а также не должно требовать от пользователя выполнения рутинных малопонятных ему операций.
	4.15. Обоснованность и техническая реализуемость
	Информационные технологии, технические и программные средства, средства и меры защиты персональных данных должны быть реализованы на современном уровне развития науки и техники, обоснованы с точки зрения достижения заданного уровня безопасности информации и экономической целесообразности, а также должны соответствовать установленным нормам и требованиям по безопасности персональных данных.
	4.16. Специализация и профессионализм
	Предполагает привлечение к разработке средств и реализации мер защиты персональных данных специализированных организаций, наиболее подготовленных к конкретному виду деятельности по обеспечению безопасности информационных ресурсов, имеющих опыт практической работы и государственную лицензию на право оказания услуг в этой области. Реализация административных мер и эксплуатация средств защиты должна осуществляться профессионально подготовленными специалистами школы (администраторами безопасности информационных систем персональных данных).
	4.17. Обязательность контроля
	Недостатки системы обеспечения информационной безопасности, выявленные сотрудниками школы должны немедленно доводиться до сведения руководителя школы и оперативно устраняться. Вопросы, которые кажутся незначительными, когда отдельные процессы рассматриваются изолированно, при рассмотрении их наряду с другими аспектами могут указать на отрицательные тенденции, грозящие перерасти в крупные недостатки, если они не будут своевременно устранены.
	5. МЕРЫ, МЕТОДЫ И СРЕДСТВА ОБЕСПЕЧЕНИЯ ТРЕБУЕМОГО УРОВНЯ ЗАЩИТЫ ИНФОРМАЦИОННЫХ РЕСУРСОВ
	5.1. Меры обеспечения информационной безопасности
	Организационные (административные) меры защиты - это меры организационного характера, регламентирующие процессы функционирования системы обработки персональных данных, использование ее ресурсов, деятельность обслуживающего персонала, а также порядок взаимодействия пользователей с системой таким образом, чтобы в наибольшей степени затруднить или исключить возможность реализации угроз безопасности или снизить размер потерь в случае их реализации.
	5.2. Формирование политики безопасности
	выбирать программно-технические (аппаратные) средства противодействия НСД, аутентификации, авторизации, идентификации и других защитных механизмов, обеспечивающих гарантии реализации прав и ответственности субъектов информационных отношений.
	5.3. Регламентация доступа в помещения
	5.4. Регламентация допуска сотрудников к использованию информационных ресурсов
	Обработка персональных данных в компонентах информационных систем школы должна производиться в соответствии с утвержденными технологическими инструкциями.
	5.5. Регламентация процессов обслуживания и осуществления модификации аппаратных и программных ресурсов
	В компонентах информационных систем и на рабочих местах пользователей должны устанавливаться и использоваться лицензионные программные средства.
	5.6. Обеспечение и контроль физической целостности (неизменности конфигурации) аппаратных ресурсов
	5.7. Подбор и подготовка персонала, обучение пользователей
	5.8. Ответственность за нарушения установленного порядка пользования ресурсами информационных систем школы.
	реакция на попытки несанкционированного доступа (сигнализация, блокировка и т.д.).
	5.9. Средства обеспечения безопасности персональных данных
	Средства защиты должны применяться ко всем ресурсам информационных систем школы, независимо от их вида и формы представления информации в них.
	5.9.1. Физические средства защиты
	оборудование систем информатизации устройствами защиты от сбоев электропитания и помех в линиях связи.
	5.9.2. Технические средства защиты
	5.9.3. Средства идентификации и аутентификации пользователей
	путем проверки уникальных физических характеристик и параметров самих пользователей при помощи специальных биометрических устройств.
	5.9.4. Средства разграничения доступа
	к операционной системе, системным программам и программам защиты.
	5.9.5. Средства обеспечения и контроля целостности
	средствами подсчета контрольных сумм (для используемого программного обеспечения).
	5.9.6. Средства оперативного контроля и регистрации событий безопасности
	5.10. Контроль эффективности системы защиты
	Оценка эффективности мер защиты персональных данных проводится с использованием технических и программных средств контроля на предмет соответствия установленным требованиям.

